SWIS Digital Inspections Project Summary (May 2008)
The Business Issue:

Since 2006, some LEA and CCDEH representatives have strongly encouraged the CIWMB to pursue receiving inspection (and other) data in electronic format. Below is a quick summary of the most significant or common reasons that have been cited for desirability of electronic inspection data capture:

· Would assist those LEAs (and/or their commercial electronic software vendors) who have moved or are considering moving to “paperless” management of their inspection data.

· Would reduce costs for LEAs and/or the CIWMB.

· Would reduce paper usage and support source reduction principals.
A greater number of LEAs are now capable of submitting their data electronically. Based on discussions with Decade Software, this particular vendor is interested in supporting digital inspections. However, it is not know how quickly they would adopt/integrate a SWIS digital inspections feature into their product. If software vendors like Decade could quickly support SWIS digital inspections, this project could become viable just from adoption by LEA clients of these software vendors, even if few other LEAs with in-house/custom systems had the technical ability or interest to integrate digital inspections capabilities into their data systems. 

WCM management has clearly stated this project must include the ability for LEAs (and CIWMB inspectors) to enter inspections manually using a web-based form. LEAs who submit very small numbers of inspections might potentially benefit from this feature, WCM management has also referenced using this feature for elimination of paper form submittals by LEAs. However, paper form processing cannot be eliminated until this project is actually successful and any regulatory implications have been dealt with.

Based upon IMB’s previous experiences in WTMS, this project should stay focused on minimizing the variety of processes and data formats that can be used by LEAs to submit SWIS inspection data. All efforts should focus on XML data transfer, which LEAs have specifically requested and is an industry standard used widely in the private sector and increasingly in the public sector. Adding other batch approaches or other dependencies to the project will greatly increase the initial and ongoing support costs to the CIWMB, as well as extend the project schedule.

CUPA Data Standards: CCDEH representatives have mentioned wanting a SWIS digital inspections initiative to be consistent with CUPA (Certified Unified Program Agencies) and Cal/EPA data dictionaries and data submission standards. Currently the CUPA data dictionary is focused on the specific requirements of the CUPA Program as spelled out in Title 27 (see http://www.calepa.ca.gov/publications/Title27/ ). As part of this project, IMB and WCM staff can review these standards and match data fields where relevant/appropriate. However, IMB’s initial review of the current CUPA data dictionary indicated there would be few fields that are relevant or match SWIS inspection data requirements. WCM and IMB staff will need specific ideas and suggestions from LEAs in this area, as they are the most familiar with Title 27 data elements.

US EPA Node Technology: CCDEH representatives have also made mention of using “node” technology for XML data transfer similar to what Cal/EPA is performing with US EPA. CIWMB currently hosts the Cal/EPA data node, which is maintained by IMB staff, and CIWMB is the only BDO that is submitting data (i.e., Facility Registry System updates) to the US EPA’s Exchange Node using this technology. As of now, there are no XML data exchanges from local governments to the Cal/EPA node, and there is no Cal/EPA-mandated technical approach to electronic data exchange. Cal/EPA and the BDOs endorsed the use of this technology in the 2003 report on Integrated Data for Environmental Assessment (IDEA) and the approach that CCDEH endorses with CalCUPA in their high-level data management plan (http://www.calcupa.net/technical/forms/index.html ) is based on adoption of this same technical foundation, but few concrete steps have actually been taken to implement this technology for exchange of information between local governments and the state. Note also that node-based technologies are also focused primarily on machine-to-machine data transfer, which has not been requested and would greatly increase this project’s complexity, schedule, and cost.

Based on IMB’s experience in implementing US EPA’s node technology for Cal/EPA, we strongly believe US EPA’s “node” infrastructure as it currently stands is too complex to implement for this project and would discourage most LEAs from participating. IMB believes LEA participation would be higher by using the general technical approach promoted by US EPA (XML schemas and data submissions) and focusing on a simpler implementation involving pre-authorized LEA representatives accessing a secured web site and uploading batch data in XML format. This approach would be less complicated for both LEAs and their software vendors to support. Additionally, the secure web site could be expanded over time to support other SWIS functionality that could be used directly by LEAs.   

Legal and Business Process Issues: During IMB’s initial research on this project, a number of important legal and business process issues were identified. Based on discussions and emails from the CIWMB Legal Office, it appears these issues are resolvable. In some cases, these will involve changes in current business practices. 

· Signature fields for inspectors/operator representatives:  For inspectors, Legal has indicated that inspections can be submitted electronically because the “…documents themselves do not require the inspector or the permit issuer to sign them under penalty of perjury.” Additionally, some agreed upon process could be used to replace “wet” signatures “…if agreed to by all parties and doing so would not impair the use of the information submitted. As noted above, the inspectors would still be expected to be witnesses in any actions relating to the document.”. For operators, these signature fields were added at the request of LEAs and are not always completed now, so this project can continued with the current practice.  

· Submittal of data; Is it legally acceptable for someone other than the inspector (e.g., a pre-designated representative who submits/enters data via a secured web site) to login and input the data? The Board’s Legal Office has indicated “this would be legally acceptable since we are not dealing with documents that are being signed under penalty of perjury. The office staff inputting the data would simply be the agent of the inspector…” similar to what the Board already does for jurisdiction annual reports. This project will include WCM-developed policies and IMB-developed technical approaches to ensure LEAs clearly specify these pre-designated representatives.
·  Official Inspection records and updates of inspections: The Board’s Legal Office has indicated that “…the LEA is the inspector and as such is responsible for maintaining those documents. The LEA is simply providing a copy of the inspection reports to the Board because we have an oversight function. The more specific application of this principle relates to LEA’s sending “updates” to inspections after initial submittal. This is much easier to do when dealing with electronic data transfer. Legal has indicated that “…all versions of documents that have been submitted be kept to ensure the accuracy and understandability of the records being kept.” IMB will need to make some modifications to the SWIS system to accommodate an update procedure, and WCM staff plans to develop specific policies with participating LEAs to ensure a reasonable “update” process that includes LEAs communicating updates to facility operators in a timely fashion.  

Proposed Solution:

To address LEA requests for digitally submitting SWIS inspection data, IMB and WCM management are agreeing to work jointly on the following proposed solution. 

A summary of the basic approach is shown below.

1. A data specification (XML schema) will be developed that consolidates all inspection forms into a single format. The schema will include all existing fields on all inspection forms, as well as various additional fields that will be required to support electronic data submittal.

2. WCM staff will take the lead on developing business processes to 1) authorize LEAs to submit digital inspections, 2) initiate and periodically re-confirm authorized users of the system, 3) confirm LEA ability to participate through successful test submittals, 4) monitor LEA submittals for timeliness, and 5) handle LEAs who consistently misuse the system.

3. LEAs (and other interested parties such as their software vendors) will have an opportunity to review and provide feedback upon the data specification and business processes. Modifications will be made where appropriate, and project timelines adjusted as necessary to accommodate modifications.

4. WCM staff will solicit LEAs on whether they will participate in the system. If sufficient numbers of LEAs agree (or a sufficient number of LEAs representing a large number of inspections), the system will be implemented.

5. A secure web site will be developed by IMB that supports key system functionality: 

· WCM staff authorizing and managing LEA staff using the system; 

· LEA user ability to upload batch inspection data in the specific XML data specification; 

· Feedback mechanisms to LEA users when batch data submittals are in improperly formatted or incorrect (e.g., missing fields, unknown SWIS numbers); 

· LEA user ability to enter individual inspection records using a web form; 

· LEA user ability to review and edit all data entered until an inspection is moved from the queue into production; 

· LEA user ability to view all submitted inspection data, and if appropriate, edit the data.

6. WCM staff will authorize specific LEAs and their designated representatives to use the system.

7. Authorized LEA representatives will upload batch XML submittals of inspections records, or enter individual inspection records via a web form.

8. WCM staff will monitor inspection submission trends and periodically re-confirm authorized users.  
This general approach will allow LEAs and CIWMB inspection staff to electronically submit inspections and then review/edit in the inspection queues up to the time of their approval by WCM staff. After that time, the inspection records will be committed into the SWIS system and LEAs will only have read-only access to the data via the public CIWMB Internet site as they currently do.

Project Exclusions

The following activities and issues are excluded from the scope of this specific project.
· Other SWIS Forms: This project only addresses electronic submittal of SWIS inspection data. The ~12,000 SWIS inspection forms (and their respective attachments) that the CIWMB receives annually are consistent enough and received in sufficient quantity to justify the Board’s automation costs. Other SWIS forms and documents will need to be evaluated separately for their cost/benefit impacts on the Board. Note that IMB did introduce a document management feature in the SWIS application in 2006 that allows WCM staff to upload/store in SWIS any document they receive from LEAs in electronic format (e.g., via email).  

· WTMS Inspection Forms: This project does not address WTMS inspection forms. WTMS inspection forms are considerably more complicated in both format and internal business processing. IMB believes that the effort required to implement electronic submittal of WTMS inspection form data will be significant and therefore should be deferred until we see sufficient interest and participation by LEAs in the SWIS Digital Inspections Project.

· Machine-to-Machine XML Transfer: This project will not specifically address creating the web services and other mechanisms that would be required for automated, machine-to-machine transfer of XML data to the CIWMB. The scenarios that would require this type of transfer (e.g., LEA servers automatically sending data to the CIWMB without human intervention, PDAs directly sending data to the CIWMB servers) have not been identified as current needs. IMB staff will architect the system so it can readily support this functionality in the future. However, implementing this type of data transfer would be considerably more complex for both the CIWMB and LEAs to implement than the approach described in this project agreement. It also would require considerable more IT resources, program coordination, and general commitment from both the CIWMB and participating LEAs to implement. 

· Acceptance of non-XML batch files: The XML data format is a modern standard that readily deals with hierarchical and other complex data relationships such as those found in the SWIS inspection forms. LEAs without strong internal IT support may resist the additional complexity of formatting their batch data submittals in XML, and instead request submitting data in CSV or other older formats. Supporting non-XML formats would significantly add complexity and costs to CIWMB processes for receiving batch inspection data, and would generally not be in keeping with current and future data processing trends. Plus, CIWMB will be providing a Web-based data entry form option for those organizations who wish to participate in electronic submittals but are not ready for XML-based data exchanges.

· Elimination of Existing Paper Processing of SWIS Inspection Forms: Some number of LEAs will not have sufficient IT support to implement XML batch processing. They also may not see sufficient benefit in manually entering data on a CIWMB web form when they have can readily mail completed forms to the CIWMB. The CIWMB has already incurred the substantial costs of implementing the capture of data from paper inspection forms, and ongoing costs for continuing paper processing are low. Elimination of paper processing should be deferred to some point in the future when this project has been deemed successful, is not overly burdening WCM or IMB staff, and any regulatory implications of eliminating paper forms are resolved..

Project Risks: Listing of significant risk factors, limitations, and constraints:

· Understanding of technical details significantly impacts success. This project involves technologies that some participants may have a little knowledge of but have never used. XML-based technologies are very specific in their implementation—any variance from specifications will result in failure. All CIWMB staff directly participating in the system will need to take the time to learn and gain a basic understanding of  these technical details (e.g., what is XML, what is a schema, the basic workflow of the system, etc.). LEAs program staff will also need to make sure they have a general understanding of the technologies and have designated IT staff/contractors who can understand and implement the technologies on their own.

· Underestimating impacts of the project on WCM program staff. Although this project resolves around using technology, its success will rest upon WCM staff developing strong policies and procedures, and then implementing them on a continuous basis. Key duties will include reviewing whether LEAs are interested/able to use the system, authorizing and managing designated users on an ongoing basis, handing help calls and answering questions and referring technical issue to IMB, and reviewing submittals trends to ensure LEAs are meeting their commitments.

· Availability/participation of WCM program staff. Although IMB staff will be available to help as necessary, the ongoing monitoring and maintenance of this system will be performed by WCM staff using procedures/processes they developed. WCM team members will need to commit sufficient time to participate in all phases of this project, including gaining a basic understanding of the key technologies, developing the business processes, soliciting LEA feedback and participation, testing the system, and maintaining/monitoring the system on an ongoing basis. If WCM team members have too many other commitments, the project will be delayed and/or may not meet all of the business needs.

· XML technology too complex for some LEAs. It is likely that some number of LEAs will find XML-based submission too complex to implement if they have insufficient IT resources, time, or money. Some may request simpler procedures or formats. Supporting such requests will significantly expand the scope, expense, and timeframe of this project, and should be avoided. 

· Adoption of standards by software vendors. Since a large number of LEAs use software vendors for managing at least some of their regulatory data, it is possible the adoption rate for this system may rest heavily on how quickly software vendors support the system and make it affordably available to their clients. If vendors are reluctant to participate because they are unsure they would have sufficient clients to cover their costs, the Board may need to consider offering incentives to LEAs or vendors to adopt SWIS digital inspections approach.

· Cal/EPA and CUPA data standards/technologies. Although it is desirable to maintain as much consistency with agencywide efforts as possible, the current Cal/EPA efforts on data dictionaries and data transfer technologies are still very much in their infancy. The project team will review any fully approved standards that are available, but may potentially need to vary from these standards to meet the project scope and timeframes. Additionally, attempting to implement this project through US EPA “node” technology would significantly slow project development, delay implementation, and likely would result in limited adoption due to its complexity.     

Project Development

Schedule:
Key tasks and target completion dates. Timeframes are based on the technical approach outlined in this project agreement.

	Task
	Responsible Staff
	Estimated Timeframe

	Phase I Begins
	WCM and Legal 
	June 2008

	Detailed Analysis; Data specification; Business process development; Legal issues resolved; prepare project design document
	IMB, WCM, Legal 
	June-August 2008

	Phase II Begins
	WCM,  Legal 
	September 2008

	LEAs comment on standards/processes; solicited for participation commitments
	WCM
	September 2008

	Standards/business processes modified as necessary; LEA participation commitments compiled; project implementation document prepared
	WCM, IMB 
	Oct. 2008-unknown
(depends on the number and extent of modifications)

	Phase III Begins
	WCM, Legal 
	Project Implementation approval date (date unknown)

	Complete initial development of Web Site
	IMB 
	PI Date + approx. 6 weeks

	Testing/modification of web site
	WCM, IMB 
	 4 weeks

	LEA testing of web site
	WCM, IMB staff, LEAs 
	 4 weeks

	Limited deployment to most interested/key LEAs
	WCM with IMB assistance
	Approx. 4 months after PI Date (~November/December 2009)

	Full deployment to all LEAs
	WCM staff
	As appropriate 
(~1st half of 2009)
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