State of California
Billing and Accounts Receivable System

Water Resources Control Board
Request for Proposal IWM-07061

State of California
Billing and Accounts Receivable System

Water Resources Control Board
Request for Proposal IWM-07061


APPENDIX G
SWRCB TECHNICAL STANDARDS AND REQUIREMENTS
DIT Systems Standards

	Standard Area
	Minimum Technical Standard
	Importance

	Workstations
	Pentium IV CPU with 2.8 GHz

512M RAM 

30G hard disk 

1024x768 video card 

10/100 or 10/100/1000 Mbit NIC
	Mandatory

	Transaction Rate
	The proposed system will be able to support a peak average rate of 100 transactions per second 
	Desired

	Required Up Time
	5 days a week/6am-6pm
	Desired

	Required Response Time
	For 90% of the system transactions:

- Require no more than 10 seconds to provide initial logon to the application

- Require no more than 5 seconds to provide responses to simple database queries, complete on-line updates to the database, navigate from screen to screen
	Desired


DIT Operating Environment Standards

	Standard Area
	Minimum Technical Standards
	Importance

	Client Operating System 
	Windows 2003 Professional or better, Internet Explorer 6.0+ 
	Mandatory

	Network Operating System 
	Novell Netware 6
	Mandatory

	Application Server 
	Microsoft IIS and Oracle 10g IAS 
	Desired

	Application Server Operating System
	Windows 2003 or Advanced Server

Oracle Application Server in a Unix environment
	Desired

	Application Language
	Candidates include ASP, Visual Basic, JSP, Java
	Desired

	Data Base Management System (DBMS)
	Oracle 10g
	Desired

	Database platform
	Sun/Solaris
	Desired

	Data Communications
	The present LAN/WAN supports network services for the Water Board and Regional Boards. This includes redundant DS3 circuits to access the Internet. 
	Info only

	LAN Topology
	Ethernet
	Mandatory

	Transport Protocols
	TCP/IP
	Mandatory

	Network Management
	Cisco Works Monitoring tool 
	Desired


DIT Data and Security Standards

	Data Area
	Minimum Technical Standards
	Importance

	Data Integrity
	Transaction log of changes made to high priority data fields.
	Desired

	Security Level
	· Read, write, update and delete privileges defined by user logon, workstation and/or position.
	Mandatory

	
	· Security at record level
	Desired


User Interface Standards

	Interface Area
	Minimum Standards
	Importance

	User Interface
	The proposed solution must have an easy to use graphical user interface, characterized by “point-and click” capabilities.
	Mandatory


DIT Infrastructure Standards

	Infrastructure
	Minimum Standards
	Importance

	Bandwidth
	Single client connection should have minimum one connection of 1.5Mb from internal and external.  A minimum of 1Mb bandwidth for a single connection to all major Tier 1 providers.
	Info only

	Backup system
	Veritas nightly data and application backup
	Info only

	Firewall
	Cisco PIX 525 v. 6.3(1)
	Info only

	Intrusion detection system
	Cisco IDS
	Info only

	Security practice
	Nightly check of applicable patches and security updates. 
	Info only

	Operational recovery
	RAID 5 drives for increased reliability and system redundancy, and clustering at the application server level.
	Info only

	Redundant connection to ISP
	Two redundant DS3 ATM Internet circuits with one T1 backup circuit.
	Info only

	UPS 
	Enterprise Liebert UPS system in Cal/EPA computer room with individual standalone UPS units connected to some servers
	Info only
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